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7. 6 /*fiiL##*t«g, *t£**#***Mr**«f 
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48, ^ffll-Wnt^Afe^tiTmrt^l-tt 

14. JM*kfl**l *#t#k««flt— ^"fc*: 

15. #.#*lifj^^.l^^^3£^, ^*hmHi4-#fe^: 
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16. #.#*t#J**. 1 ^*4«t*t«*. ^fc*tS3li£--^&4£: 
18. 16 *t 

19- #.jmsuW** i *t*ff#-^.«*#*i: 

******* 



PAGE 9/62 * RCVD AT 5/24/2007 2:01:12 PM [Eastern Daylight Time] * 8VR:USPTO-EFXRF-2/21 * DNI8:2738300 " CSID:(661) 460-1986 * DURATION <mm-ss):37-10 



5/24/2007 12:01 PM FROM: (661) 460-1986 Huffman Patent Group, LLC TO: 1-571-273-8300 PAGE: 009 OF 101 



mit£#^# ( «T^#: PC) t£ 



PAGE 10762 * RCVD AT 5/24(2007 2:01:12 PM [Eastern Daylight Time] * SVR:USPTO-EFXRF-2/21 ■ DNI3:2738300 * CSID:<661) 460-1986 



* DURATION (mm-ss):37-10 



5/24/2007 12:01 PM FROM: (661) 460-1986 Huffman Patent Group, LLC TO: 1-571-273-8300 PAGE: 010 OF 101 



¥j$Lfi. ttfrfr ( $-4 David Aucsmith 

Proceedings of the 1996 Intel Software Developer's Conference Ju&4- 
#1 "Tamper Resistant Software: An Implementation" ). 

£j#jLi&i£ PC ftfl/^fk##'ffr4Mfr& 

J8<FC«*Jt*. 

&, HA4l-^*itXjt*^*«:**«t4fe#«tJL^***^^«fe (OS) 

ztmL-kwu. j*^**., m.it4£mM,T os 

/ T** £ Jt£ ii # pc # os iMtifr4.^#^«l£ * 

osia.it^j^^#^^«#*L^#^^ cpu t&#tf# 

CPU 

>&^>gl^^r QoS ( JUMt*). ^f^jfc, f-*^**4*-*fc49«A^-4*. 
#4M^1£tt1^&at#S££. ^SC CPU Bt/5|*-^.4fA.^ 

i*Rii£<-»tfiGUftt4Mr ( i&it^Si CPU ^Btl«l^#^^r3|), *fr 
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OS &%ik1t CPU >tfl^iM»##£fl^tttt4H*.. 4£*J?£-&> 

4S*»*L^( Hampson, |£ 4, 847, 902 @ -$- *K Hartman, 
9 5, 224, 166 -f- Ik 8 * *! , Davis, £ 5, 806, 706 Hf - Jl @ * *J > Takahashi 
4p, # 5,825,878-?-|f:S-£#K Buer^/w, |S 6, 003, 117 *&R-M*. 
^ 11 - 282667 a ;M*>*f"$-*4 < 1999)). it*4S*»^*L^- 

.g-f - Intel 4fc-3 X86 JsM&*$#$M£* ( Hartman, ^ 5, 224, 

166 -fAm^*] ) jt—#5iit*l«**.^*48 Kx *t*Mr*%*»&i&at# 

6^3., *H8^*Xfj*ta*ft«5#**^ Ks *tM^1f-&4R Kp, 
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^^^JtTs:#:4##>V^||. # T #fri* # £ JiT* 

OS T»a#4*J&i9=$E^«&^#**. S^ii. 
ttMAtfe, $ 5, 224,166 -5-£S^*liU&, fcJfcit*Ml*»af ft 
£$"31, *P OS ^^^^It^-^^'&^n&^^^t^JL^ffi^^ 
' OS *$*mH, 
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% -##£M£*-, % 11 - 282667 ( 1999 ) ^ fl iMM^#J t 
^4S^T— #*t*. &#4t*#7##£Jfl*#tt***A«»&£ CPU 

4M:> j&^^^^Krjfc-^— ^ CPU 
2 >h#^ ( OS) M R&#&#&$L. 

ifc*h 5, 123, 045 -f-Hig-t-fl t, Ostrovsky ^-A^-frT — 

^ 5, 224,166 -5" 

11- 282667 ^ 9 4^^*Jt*> £it#*t*3t 
********* ft**-- 
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;Ml w # % — -t- s ^ - ft *p #. ft £ ^ w m * m % ® % 

jb%~tn#}&.±% 5, 224,166 ^^®**\'^&}ft%L$L*Ltfi& 

$ # % -2- >h i &$L&- ft T tf Efr-it Jt&#L& £ 60 #4? >& 
jfc^JL ^BtfA-tl^ 5, 224, 166 Jr£®Jt*U*1f-* l l&m,it*i*& 
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A-£x,(#J:*»: ^§4* TLB), ^f-#^^*t«8#^tl&^^^»li^ 

Sit, T«»jt**iilt#. 
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iit#)SF^, # *f # ** fiMMM"-£T i:4r& ^ «#.##&-fir&St# 
*F^. flat, *J/9««.**rJ&^^*4^*4l. **-tT*/iSA*l$ 

A***** ^.*4Ut# ** It*** * • 43 A 
#**£*#*■«;*£*****, ##«t ******* 

3fT «A#-*tf A*********** ********* 

ATJt*A*«/****#*****^**#*»» &*&* 
^^^^^4. *J/fl*fcM4fl, ^**lBfc &*£#**«**** 
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@ 7A^@ 7B^»]*tfc£@ 3 J^##&#£t'&#tfu 
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• :: ::: 

: : : • : • : --: 

• • • • • * 

m 8 3 ft#Ltr«iKi8,m 

® io^&£S 3ft^ift&.#t&&fttiLm#jXT3Lft&fe£ t . 

® 11 3 J^tt#&«&l^##^^&&^tf^ 

8. 

® 13 3 it &&&&&&&& Qft&Wtt&&#J&&®. 
® 14 M® 3tf«tf**Mttill«*t«»'JUt 

8 15^A^#^AhS^rt«:^^-tTit^#^. 

® 1 2 #t%r-gL93#.#^iL^^^-f««tAa*^ 

g l^ifeli#&3fc, i&ii&^t, 2102, #B#*«fc^«*«3l2l0l 
d^^i##U2103. 

^9 1 #ttf, £jfc$4M4 t. **t«* 2101 2111, 
#4s^t##.7t. 2112, «***S2113. ^M#*4ft4k2U4, # 
2115, ^*^#*f^#&*2116, <fr**«*4E 2117, 
BIU ( glfe*****) 2118, 2119, 4Hf-ft4f4H» 2120, 

2121, 2122 VXJ8LfX1%*l4i*&%&%fr% 2123, 

«T#J*«Ualfr#*iM. 

(OS) ^JB«^«*#. 
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fr&ilktr. itf-^j^ os 

(1) ^^J^i^#^^-*^^i Kx, #jj8#./aj&^tf#^ 
Ks. #Jfl^4^£T«&ife4HH£#. 

(3) ^49^4, ^t^^^>*^^ Kx ^JW^hS^^^^ 
^JKp;**^. 

m 2 ^ife#>MH*ll£i3] 2201, t, 
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i#>ffc3IJi6*E£L 2202 £ 2204, £ t&** 2202 2204 
^&^.2203^>^EJ^. 2205 4M**f&E** 2203 

Mttikft. ^<HMt-£>g 2112 #.-fr*#*J x *#*t4Hft& 

it|frifc$il BIU 2118. i&it&^ 2102 i&$U&ik x tfft^, ##*k.*t x 
# fy ^M- BIU 2118 sM*r*tt.*& 2113, 2112 
*Mr«#4*. &i*Lft&nLJL)kn%-ft&%.$- 2111. 

2103 JK^^.it^^/^»t, #&Ab*tlUg.iil$] BIU 2118, 
AfciUlL BIU 2118 2102, 

#4-41>t£ 2H3 jt;rfr*ft*&£***tt£-*> *AMJL*« 

H 2103 &#teJfe&ifci§4t<H£>til 2103 

^^iL^^ift.e^^^^'J^^^^^^f^^; 5— ***** 

^3MrJ&^**4fc£^:$>Ttf)S&i&#-§- "execenc" 
*##&: 

execenc key add r 
£t "keyaddr" &m%^*ti£M #^if&tf**t. 

^^#^^^^4^^**^^. *»* K* 2203 
*/H'J. ^**^^«JMt*^*J 

DES(#tl&>^#^) **#*fc*$fc£**N**aMr*»&- »*T# 
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<L, 1fr&it#\m#t®S#l&$r%& Kp^^ Kx$L&tfj E kp [Kx]*£M 
##££^2205. "keyaddr" ;M^M 2205 ^iJi^Ah. 

# E kp [Kx]i£#*f^£.# Kx. Bib, 
Ks, &-7L*&&&J?#i&%v£M-&nf'. 
fcti^%$L«17r&ft&& Ks. *t3&J£T#£rt^#^ Kx, .fc*^- 
tiLftr&frfo Ks, i«jJ-^#a-sr^#'J^ Kx &^#iit#*f^ # 

ii^Mr&J* 2207 l*i##HMi^, ^*!*fc##$]&ifc "J^" *ttt^ 

2205 ^rt^^*L«-^*^^hS^^^^#-^X. 2112. 
^-*HMr#-iG 2112 E k p [Kx]iM.fJ^fl-^«f ^3&t&#: 2114. 

i£&#JJf|£*fr«48^S-1l 2115 -?Hfrg##, *t*t«1£«£-tf#M 
# Ks E k p lKx]H4f Kx. ##^##^^*^4«^^2117. & 

2115 ^H^4lJ#>&3& 2117 

2117, m£%L&%3k^fr%%i^&*4t 3 &&. £*t«il 
&f-;fr^4^MT*t&N\ #ALjMH*g 2103 i£#-#3l4^ BIU2118 
xlfiJ^^^Jlf^^^J*: 2116, #*]A4HtMS*-£4l*£-& 
fltf^&'ft&^at^J&f^. &J&#^##$l$t-M£H'& 2113. 

£*t£:&<flt> ^^^«.^^^4-^.>###^S.^. 2204> 
*]J8$H8 Kx ^^^^^^^^^^^H-H 2113, 
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m 2113 #j*l>b% 64#tf#3**fr3L, #JL&#te*M£ 16te**#W& 
#4^*]-**3#<HS7t* 2113. 

exitenc 

* 2116 #iiJ&^jM-#fl 2103 *JM*«*. *J&ft*WW*t# 
A*t«*«**4|-*i:^ 2111 *^T32 >hit^^#^ (R0 J. R31). 

R31 a****!-**, ft********* 2111. 

t^J:3£J»*^t*4lUrJ|lN*.&4-1W. 2111 

JHMJ***-*-* 2119, #^«^l*Wlill^*l.^^«.^#^X# 2111 
2123. JH^r*AJl«#^*4fc<J&, *^i2l#&«4H* 

1*1 at, #4f#»it# 2111 ttrt*.**^^*** 2119. «T 
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2119 ¥i%&&ft%-. &%fr&mft1bAt*$&/tXJLit*tMi**&& 
2119:&#:fe*T*$#3Mt. 

(2) ii*%^%&%ibft&%-&^faft$k&\&&B> &JsVlH 

OS flL^**^**^. 

£ ( l) *#4ft-*.T, SAt**^********^^** 
JMMt«UM.ft "conf (**) $1^. 3iMf "conf 

2111 */>*&4B^#3l 2117 A*4*JUl*##*2119 
#1*^**— +^**#l3HS-* 2123 # 1*1 3§L. *^£^>£jt:*:# 2111 
ft &%m.frT\$L% , 8 j&i£ii4M£$ i£ £l 1 it* 1 ^^NMr ft A , 

Tfi»«.«^ir-^**48*** 2123 fcXttlUiL. 4^?t^H 
2119#r^;&m> *«l**ft*3f*-^4Mt**l***2»23- 

"savereg" a**)-?****** 2119 «*rt*.*#*J 

j*. "savereg* ft**** #*»T 

savereg dest 

#JL«»**^T--**#*t "dest", "dest" 

JStifc "savereg" ^4-«t, i*H4fcJ8#* ****4»*Mr* 2120 

ft&j*t%L%4m-$® Kp, 2121 ****** 2119*. 

tf— JMHtflMA*** 2123 #i£5t BIU2118 

fHMMI 2103 "dest" £.5t#Jfe*t. -£>iHfril 2103 £ 
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^^#J^^#:t*r^^^»t> OS fi^/MM^A "rcvrreg" ( 
rcvrrdg addr 

#JL^^4-*^"-^##*t "addr", a addr» 

£_tfe "rcvrreg" *| *fc«* BIU 2118, tt addr w 

*L^##^ifcAt^A*'^* ! L#^^^. *!««f*^ft* 2122, it 
it#.JfJ*tSS#2*M# Ks t**&4tM* &j&4M^&**r 2111 
A4feJt4MHH*&, tf<MS**4H4Mr* 2117 *HfejL«#lf**M8. 

os ^^fiO^t*. 
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&4M5-*l4ft.>t^M-S- 2119. "rcvrreg" 4t4^. "savereg" 

49^21 2123, ftvX, £^^*&il*£#-'S*n#ft£. 

M^^t*bSHt } ft 
#H 2119, 8j&T>*#jt#^*M^^#llft^> *7»jt**'J8 
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at*. 

(R0 J.R31) Kx 
flvX — £4MM*$Mllfl, T^tlt^Vf 

£A£*fc#lt, Intel 
Pentium Pro 4Sfc*t3£&&#tf i£#te#;ML$ 
^^L^^^f-^^l^^jfti^^^. £«T#3L«;3t, Pentium 
Pro^«§^^*^#^##-^^^-^**S^^^^^. 

^--S.^, Pentium Pro 2t3kit St l«] 3tf ^ T ^.#3k£t, -fc-lnfe 
^#Jfe*t#;ZU£#&a:, ^a^ifc^afe*! t# Pentium 

*«T«ft*t, ****** . 

*** ******* A* 
»*«4rt*f-*. *;ML*t. ****3LJi, OS 4£ 

^^*l*»J -5 te#;ML* £ $ ^***MfclMP-JMf. 



PAGE 27/62 * RCVD AT 5/24/2007 2:01 :12 PM [Eastern Daylight Tune] • 8VR:USPTO-EFXRF-2/21 • DNIS:2738300 » CSID:(661) 460-1988 • DURATION (mm-ss): 37-10 



5/24/2007 12:01 PM FROM: (661) 460-1986 Huffman Patent Group, LLC TO: 1-571-273-8 300 PAGE: 027 OF 101 



#*tJgfl 101 At' *t&%&'V 111. $f^TLB( feME.** )121, 
#'iir*fc«4M& 131. TLB ( g > 141, 152. 

it 113, —&L&j&m.& 114 tt^us^^Mr^-x, 115. 3h<mmt^7c. us 

k&^4^#-/#^#-X. 214, #<ML 215, ^4^Mf#&#-it 216 

#;M§<HsMr &jk^it 217. 

^f-*3g#-it 131 &-#&&^#ll:st# 253, JiTiU*&*»&/ 
Jlf^iM.254, #^*fci£#-iG 255. &&&&4L*&m%-?L 256 
#^$#4£;&J§Hfc^X. 257. 

^ TLB 121 i£-#&&#;Ml>f & 230, 4Mf*§*f#*$ljMl 
231 «lJl#4lMM. 232. TLB 141 i£— # fe&4t?4L?«#- 

7C. 233. 

^t*t3S^ 101 ^.^ffif->j|-^A.ia:*kS^-^^^^ Kp 

Kstt^-iHfrE 241. ^flf*^**^^***** 

ibSMt&fr A 4HMf **** *£JMHMt** A ^Lfa^J 

fl4i**4Mm#$I Kcode ( E Kcode [A] ) #3M^ A fa%> 
#J##*ti£& 101 ( E Kp [Kcode] ) '>*T^4fl Kp #1 
Kcodc x&f'jlSUttSg 101. #*t«g 101 A— #^^*h^ 

tf**^^ ( tyi&i±&-frt*&r£#.>. lt*bSS 101 
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i&i£&£M£n#-*, (t£JMr&&) 112, fctt&gr 101 4Ua:*tm& 
101 jMH*£ 281 i&il;£>H']tf*ft##*f^#^tf^f. 

*\m&&*t&.m&%%®, &fti2,m%$-7L 212 

f"*tJ£-¥-iG 131 «*-tTiHr 254 #^*.t Sfr^/f t 

JiTx1f4^Ai.MS 281. 
£**£#-*tf*#**fr*T, flfflMSS 101 

4SL&m&L*t&& 101 jU&fefeaLtttt 
g#t*b£#- 101 iMnB*#4*8t, #4**7*W**. 214 i&BBM. 

Ll ft+ft&4fcft- 213 *jL****HUt ( ) #*«*JfcJfcJi***i 

^^^J*.AtJi^^^*^^#, UM. Ll 213 
&ibiM l ##*&*&3&4*4fc. 215, jKJ&4Mf&- 215 T« 

it 216, S^fi-^frft^JL**.**!***** 
8t, #*t#**.ii*4«4-4ltir*A#-* 217. SSftl****** 101 
fttt^-frHiH-, tf^iMrfcA-*-*. 217 tMi^^Af^Sxfr 
253; SttfrB#*#4**tf. tf*4Mr^*^217##L*r**** 
Ll4L#M41^218. 

Ll MAtt# 218 U2 «S4**iT* L2 

152 45— 281. 
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#*M#*4M«t*«:#«MH. £BF-t, TLB141 

%m.J^3tn&tt$\& fluff JS*t#^i|.^#. 
*tmg 101 rttt##£##ttll;Mi*fe*t. 3t#TLB#JM4L-t#'* 

X#S4Ufc#*^*lfef*1C4U£*IS- 234, 
###^Ji^#>h^^&^lt#TLB 141. 

##^I4«Alj^ TLB 121, #^#itx^sb^^f#ilt#i*.it# 

&£M£*#-it 112 ^jMHfrU 281 i£, L2 i^ii.^ 152 
##Ji£#4^H*3f Li »4^^K4- 213. #3t4H&ife$I LI #4^^ 
213 JtVJL&2+%%tMft$-&£&» itfti&m*nitvZ3F% 

Jfe*t#4fe, *»_t0T*£, TLB 141 

2)Jl##& 281. ftT#***x*UHtim*i*'*«**i#*. 
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® 7A 7B ^LAWt. 
«t&i&4£###*'J># 32^1*, &*L*#64te(*P8>H?15r). 
© 7A *SMf 4 >f^?£l&, 8*, ^ A 

AO A3 tfW^IJrfeA. — *f* AiH«8 'M'ftA. 

64 8 ^^15T^#.^#^»t, 7B #if, # 

AO, BO H0^#^^^f-^0^^1^^-*, #A1, Bl 

Hl-£#3}T->Nfe:, 

;5T& CBC ( ^3, >. 

^if^t^^i?:#JfcAt301^A-#lt^, #j&*&>{3:# 8^302 
jM.303Ja£.]^tr 307-j. #^cr 307- ID 307- j- 

309- m. ft&L*k!2.Uft¥l%®&.&U%-ftn 308 ^^^^.309 
ii##7 t^#4^ TLB121 _tfi*MrfMH*E£fil, 
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*Tft&&#te&ftfi&fr$®&&&#&£te%4- TIM 121. K 

##R4H*£/*#«**#4MUC4. 306, 307 311 
230, 309 T&&Hfr4T&km% 231. 

%m&.%L* & 231 *fl Al-MASfl 1"*J *- 

ioi«£-#^«4J! Ks ^^fl^^tf-M* *rja&5£# 

tHAU 309-m 309-m-4, 309-m-4 ^1 

£MJStg-gi£ 310 t» ^fflMSS 101 &*r%& Kp 
*NMB E^[Kcode)tf ^##3Mf^4>3 Kcode. % 7 # 

##*&>t;&dfc4M&tf &JL# Ks #* Kp 1024 

# Kcode 64 te, i&it&&T 256 

j«U&# E[Keode]*»^£. 1024 310. £ Kcode 

*;ffi&#4**£iK*t*&iSl 1024 ^^^^, iM**'**-*****! 
4: 1024 

S 8 ***T*» 501 *fl 

£i£*MkJ!jt£jiq 502 Jifl**»*^R 502 "Addr". 
ft*J«4* TLB 121 tt#4L 307, «Addr' w 
it "Addr". #**&>R,M*fM4fi ElKcode]M-^^^. 309 

A, *'J/8£ CPU rt4*/#«*fc*#$i Ks, j&f&3*&#: 506 
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^, *J&#fc4H*iU*4MI***4Ji#tf#>fc 507. 
ft&L#tfg.% 101.tt4HN?$J Kp#/fl^>K.^>^#'/H^4>i Kcode 
^, #-*M'J/8 Ka»de ;fc|ftt^#— felif^##4a Kcode, Qjfb^^ 
i£#*tJgg 101 ¥j&%$4R Kstt/fl^ St* T&#»i£ Kcode. 

Kcode #^#4Mr^*» ^HSfWlMNMfc 
Kcode #4r4H£, 

511 *»&>«4L 512 tm^^Jg#^H 510, 
*]^^4«^^S508^CR3^#S 509 4t#^'S^^a:. #L#& 

^4U4L 511 iMM^3C4t 512, il5t&*t*f** 112, 
$iMMMa#<£- TLB 121. 

i&it&lM£t»#-ib 112 #*t£f-*J/a#4- TLB 121 
*t «Addr" 1*3^ 503 t£ifeBt, SfcT^-ft^ 
*M&3fr«&* 212 503 >^^ii^##*.'J^4^5t^, 

#«fi Ll ^4^&l£# 213, iRj&#A#4-ift.4f- 
^*^*»^^60*^#.-r«^^t^t*^^ 2000 - 35898 ^ 
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t. LI &#&sU£# 218 tt, 

m%4^TLB 241 241 *^48«f^#-X. 232 tf^lfl«f^*t 

^it^. If 307- j- E tOL;Hr a l» 

307 - j - E #±3f 9t, * £#^&*t. 

jMfAMcffffft Kcode — ^r^F ^ilit^Xlfe«.#^^#^ 

mr*^ffc** : &lktr* s ifo%%& Kcode <ft££4i> 
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x-ftt-. ^t^ftXii-^^iaft**-^*.^-^- £ ****** 

£ Pentium Pro &#t. *t#*t^# JiT*ff4*4 

*#**##*ifca.tt*fr*.*i- ###&tfE^*t## TSS(£r£- 

^-^^pflf- Pentium Pro # JUit^FW^&tf -f^*t*» 

Ji)l#^ IDT ( t®r^6^) ^4Lt**N"^-f t*r^B«*>-ci«-f* 
^^^tJSii^, #4Mf£&#ifctt#t*t^- *xcf«* TSS Bfr, 

TSS rt###iT*&.M*ti£fl. #i5l|^Ht 
*Mr#it*tf-tT*.flUM&'M-* #H 72SjfcBt*L^ TSS &. 

^rttf^iim^tf #i|ii4H*££ *.#**.&■*«*£. 

TSS&*ifc£#.tifr*tS#ft:%. 
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(1) X% f £±T frs&j* !kXT sttfj&frftin' 

(2) £-4NMr*i£*l x ^^6^^#:t*r^^*JtTi:#: 

(3) ^jMjtJjfc^jttf-hTit. 

Hfrtf IDT TSS, <®it&&i&friKft$i&$Lfc%> *Hfc##-t 
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tfTSS. &&ft&\X>T^vm*m r YSSftib#.*T$L&fcXn*t 
SH. 4p%L IDT XajM&ifl TSS, MX3t4f£1ft$-&&#li*&*'ft-te 
-ffc, ^JL^^^^^J TSS. &%.fttftVLT*T i n&-£$rM$ 

802 J- 825, 

«:J:^8J TSS *L**.itv%i*i&&l*&M- / i-% : 826. tt*#«4Ml- 
4f^J£&# TSS^*bfc^. TSS*b«tf'fri>LT> J*&^ 

^ CY3 827 .£ 830, ^#*«H«1f34lHfcj*.****. 831. 

#JL: 4b0L E Kcode [Kr] 832, #) #4fcfl*Mr^i*4f Kcode 
M^#*#*fflf^-tTi:^^ Kr^^f; ittiL EKp[Kr] 833, 

« S^tmcssage] 834, *f&fatiLft *tS1ltt3&^4fl Ks. *t*h # 

Tit os &#aHHMH9&, a *:M**#J»f-*#*i 

801 

@ 4 /^##f-*tJ£#->G 131 ft-hTiUtr&^/fc 254 £ 

TSS >**JtT— «T****ft*# 

>jt>^-l.Ti(llt^t, TSS 826 ft 
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* #JJB*t3gg#^^4fl Kp #*Mr^*»#SF$i Kcode Jl^# 

X, .ft#jh#r#jLTXiit#«f£. 

*^#43^i^i£&^>fc^48 Kcode, flftt^MU'iffii 
i±*']# Kcode i^^ E^JKrlT^tt-tTX^tt^ Kr. Jfc*h il 
it*»]#-t##^£l Ks#^ E^IKr], 3»:*t^ 101 T#2t#-tTX 

®&*tm%±T^&&^ #JUSt*tmi§ 101 *£atit 

Ks/SF^-tTx#4T^**r>t^#. 

101 Ks<ft^f^TM ExcodetKr]^ EKpIKrJ^ili-tTX^ 

M?fr$ir& {^[message]. 

^, i£T^#j^-#J.^i^ Kcode >W -tTXltr&tf^&r. 
&ejfr%-fr&#L&tfjft 3LT, &&£>*>ty3L*k$L*T*8 i lP>%%& Kcode 

&i&ftftVL. #*b, £#*##-tTX»fr, ^^^hS-^-Tt 131 
^LlUt^^j: 252 /t&ttjUt Kr, ##^^-tTX>fr4^^/«f ^ 
#-7t 254. ilit4fcJ8(fcMt Kr JiTX^4*»^/^ 
^#->C254#JiTX^#. W^&iiL E Kcod JKr] 832, i§.i±l*l# 

#}tiLm5kftZh%& Kcode #^&4H#&T>a#£tm E Kcode [Kr] 832 
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Kr EjjpJKr] 833. 

l^^^l^^iC^m. 252 £^#>^tf*£& 

# "it- K^lt#>^^lt#t^^"^.^^^^^ l S:, Sit, it# 

^^^JSI^T^^^^I^^E^iKr] 832 ttlf ^it^ 
$■& 834 ^^^it^PpT. £Jti££*lt, 101 

E kcode [Kr] 832 834tf/ E £it^, te^tfitfc*!' 
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ii.i±^^.-tTx^^r^^it4i.Bt, OS 91 tss 

-M^ffl 4, #>J#*ea&tt#^^JKs, ^^*tJ£#iC 131 

^6^#L-ff^^^^^^i£#-it 257 3H£^;S SrJ message] 834, 
#J^i£^^.ilifJ^^*hS#-iG 255. #f-*t«#-7G 255 

101 ^fJL^^jt- 
£ 3H£^£ J^^ iEitifO m % & Ks ^-tTxf4U E Kp [Kr] 
833, -tTxM^t/*ft^^ 254 &#!&Mt Kr. >^3C;M1 
230 ^^A^^^if^tH ( EIP) 809 tt#tff*^£l Kcode, 
^1T^^^#^#->C 251. JiT^4**^/^^X. 254 
#Jfl&#JW«4H Kcode # EK £0de [Krl#^, ##&#i££j3Mr^ 
m&^&t.lk&Z-X, 257. #,4f^4li -5 ^ X. 257 

EKcodefKr] 832 m%LjL&Mfr*t&%*) Ks 

Kcode ^ ^ &j$L4fJSi tff 4. # . 

&K&&fttfl,±T^&&jnT*)%&'£&%$4n Kb ^tt'ft*!. 
_ti£4Hi£# Jfc T Xtft #i T T *%-t T *H£ 4 # 

Kcode JiTX^, 
48 Kcode *t&mi-&>$^T3ii£ Kr i£/ff 
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£iftitiMr^&#i§*-;&«rifc+*. 257 i&lrtfj frit *2i$ 

#JiT 3LtiL$L$l%<tf-B*.#- 2S3, #J.&& 

At. 

*h #3f$ tss &te>iHM!l IDT^rt^t*T^S^. 
#b*f tss J*,*t^5']#^t*r^9^*t^##S. m#, OS V* 

£j^#£:s(L# 253 Hfrft&i%&5 257 j£4r#3H£*tS 
fr*)tf!**n&&., A Onodera^tf^ 2980576 ^ U ;M"#J 
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&® 10 a R" 825- 1 ^i^-tT^A^T^^^ttte. 

"U" ^ 825- 2 TSS ^t:#r TSS TSS 

§ifc^#.iitJ.^ a O" Bt, ai#NM5-# TSS TSS, .ft£jfc<iMfc 

t$l%% "i" at, *4/5HM£# tss ^J8,r tss. itit>ii#ri£#i&2i 

#&tfcTSS. 

**L TSS TSS TSS »t, ^93 tilt*. 

4r^# Tss##Jfe&tt#^#3l^#.iM>r. tss 

it^t> ^#£1 TSS 801 

H„ teiL, Tssttfc&^t, *jUN***-*MtflL 
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TLB 121 

( 9iit) ##.#t, EFLAGS * ^-jN*. 

^i£j£#isf>MMI-£ CYO j£ CY3. 'fctfltfi^® 9 0r^#E*£, 717 
J. 720. £S 9 t. ^ CYO J. CY2 X^tfe^H* 
3£ CY3tf 

CY3^#& 717 ##]&!JS;fc&>&'ti.tt^;*.:£. 717 
-1 ft&7t%Wftfr&%&-&^#J*t&&&&&- £*:*R* 717-4 
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J£#.$7#^^3#&, ^r^^#EJ^ 717-5 fl-flf^^i. £*L£. 

£E^«f.9S +, CYO ^*^^^ib*t, * CY1 M~ CY3 4M^ 
*&&4*/flfcfc:fc*i. ^ CYO CY1 *t*K*t4#, ^iH 

CYOtf&te, *p*4fc&;fcii^i£E£lrttf CY1 j&*K ^A 

717-4 M^^#^£^^*-^Ti£A£B>aiL^^Tii#^ 

^^^^#^^*:^^^#^) CYO £ CY3 

a 4^#^#£*#253^$!££t#TLB 141 J*Ji& j:#£U&&4Jj£. 

236. 

236 ( 4), TLB 141 *J#]5E#Jfe*t a Addr' &>^£ 

CYO J.CY3#&Bft. ig.it*]*], *»JM*X>#&'1£, 4M&TLB141 
4f^ft*2 l fa%&ffc)k 212, i^i£.li.##>^ LI ^t#^il^.# 

l*J#, £-^^3LT, >^ 8 M$L& TLB 141 

219, &.&%&W.fttf : &&&\te&-#i LI 
218 «t*J«*l«.«*4S*«it#«fap. 

4&**$>&'i£, »jL*.#*»*iR4Mt***3| ( fete OS 
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101 *MPA*4HtS («*»: ® 4/^tfiMh#ll281). 
ij^j£#^#*^/*f*. #J&> *?$L&±n LI 114 -htf- 

>^^ii#, i*&*#tf*****4fctf ****** 

IT;* 1024 Jo 12* &#&^Jf **frtt*L'K ®& 
4US 10#tt^4B*d-£t#ifc#. 

##4*#^4Mr^# LI 213 

§*JJB^IMf3fr«&* 212 #M4Mf^HM LI 
4t4^&JH<& 213 

CYO J. CY3 rt&JMr<*&*4* 253 t£ib£)£U£ TLB 141 

233. J&tf, &m*t#*tM?% ffr4Mr4t4^^# 
J*H#«#jyL*#^#*#*#* 251 -«A#«44*^4Lt 
233. 

#frft#i*A*UM**. 219 

36 
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tt***f#:JHNM* LI 218 at, 3&%m#&-fe&%f^ 

fttr$L%&#&*k 233 

$L&m$Lfrft&% I & a«.it*lM^iHt*** CYO J. CY3 

^1*1^^-1 "2. *»***# ~1 51 A#^iMMMM**» 

****** - 2 $1 A. «*#-2 4Mfeffe*H***#. 

*. 

*.*.«^***^T*H*****JiL«e^#*BJfcA45f**?l 
£&£*«t. JHt**J«-f 
Ai«4****lHi, #*H**#r***#***IA*. 

fj«***eHi*ia**tr4riJt.^— *. 

(2) JM:*4t**^**J»***^**A*^ Tia*** 

*JLit#HM**.# T frit***************** 
**-**£. **-f-tTA**i»*1It&***T-t*(l) «***- 
*p, *jfrS^T**44£**t*^****#tf ******** 
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Jti£_ (2) Ail#-#*t^it^, *p£#4£®>Vw##^##2]#: 

@ ii ^tb^xan^4-#^^^^- ioi 

INMr^tf #f"*ha#->t 131 £ € ft*^4fJ ##4^ 251 

#601). gikmH%&$tiMJL4L$.M (jM(L601 t# NO), 
fe^^^&Witft^SI^^^^^AAo n ( "egate" ) 
^(## 602). *UAan^> SAT 

#602 t# YES) tt, $tiMfit£l&. 

^a>SL, ^#jx«1^^4-^A>^crn^4- (i^* 602 NO) 

(flMr) 3i^(## 603). ##4NS4s sfeiL&ift. 

Sib, $4)*tt«4»*4MM^R* 603 t# NO) Bt, s£ 

jL^it^f#^^, *SS#l«*tf +*<MM*+ ( ##603 t^T YES) 

4Mt##-&. Sit, #Mii.it>vn n*f&$L4t&&&&- 

J. CY3 t# 717 J. 720 fltf^EA^ ( CY3 fltf E.^717" 5). 
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W^te. (CY3 H # 717-3) iitj:^r#^^;. 

R *f-* # &#l^ ^- 

^T^-R-Rjfc^E, i£;fM^2Mf*t^ii^. 
tHvJftMt*-?*** CY3 $Lfa4UlLfr, n*t&%&&$-% "0" 

i^4MjML****4f n #4L*i«4fc OS 



PAGE 48/62 * RCVD AT 5/24/2007 2:01:12 PM [Eastern Daylight Time] ■ SVR:U8PTO-EFXRF-2/21 ■ DNIS:2738300 * C8ID:(681) 460-1986 * DURATION (mm-ss):37-1 0 



5/24/2007 12:01 PM FROM: (661) 460-1986 Huffman Patent Group, LLC TO: 1-571-273-8300 PAGE: 048 OF 101 



* J # , ##*4Mf # £ # A. a n 41 4^, 

1121##£j*M^ "egate" (AaH) *t4^, 
1101 *f-d£#.*f. i&ii#.ff "egate" #4^, #r#3f# 
&J$*iL^d£>fc, j»^*5t*tff^. "jmp 
xxx- 4§4^( 1122 ), #4£ti##4ft?4| l rttt#iiM# "xxx" 

1111, &J&#.##-f&At a ppp" 1112 # "call yyy» ( *tm.it& 
1123). 3H3#»Jfeilfc e ppp w 1112 #X*MMH&H 1102, 

B# "yyy" 1113. £33 /8 B #&#&«#^&#*Mr "ret" 
H^tf, "ppp" 1112. 

@ 14*^«.*&^* r *#^«l**^«*iH«*'##» -&t# 

**4***UW9 1201 ^#^4r4£##.#*£ 1202 ^i&M^fc^rt. J* 
*K JtftJ81 L i§$fMW&4M L ft.«*/li,r TSS K^, 1203 1204. 
££M£ 1221 "egate" ^4^8t^^#.e. 

*Mf*MMMM/- TSS 1203 #JfcJW:iM5-£l&5ttf^ 

1204. ia.it*t# "ecair *#IMNMW. "ccall" 
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tfjin>$ TSSftMfc&temttte-£.&&Hti$kft&- B uTSS w 
JS£. #T#j&£Jat##/8,r TSS. 

TSS TSS^nttMLM&T, @ 10#r*#/8/'3MS-g 

t, #U TSS Ji#Ea& 825- 2. 

JlJP). -^#JiTiiHr4^^^^TSS^^^|SI, £##/>TSS# 
#£j##&it^t, CYO J. CY3 

tat*.********. 

B#^*&£#^ML &#L$LHbik "param" 1204 

**&**H r , T&mTW& "qqq" 1213 < **it* 1225). 5g.it t££# 
ifefl-f-f-*!* "qqq" #iiRMi£SL, "exx" 4 "qqq" 

W. i4xt^#^-t^^&^. 1204 ^*t«^*.aiaiiBJ8* (*t«i£^ 

1226). ' £A^«^«*t«i£*U*, *T#*fe«a£®^«»^*, & 

ife "srcf 4§4- ( ^tJSit^ 1227). 

"ret" «^7P!-. "sret" -MB^*^ 
TSStUMMt. "param" 1204 

T^fa)##ffi>r TSS 1203 "sret" 

# r TSS «.X^tM TSS tfiVL%L3t&#)i-$r£L$i&T, tf&jLVL 

Xm f tss tf«*4M-s4.£***&*<*. m f tss 

#&fi$£tfc TSS 8fr, 

AJfciMbfrfc**^***)* TSS, BAJJUtr^tt^**^ 
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#.&tiM# i *kJ!k$4LVU*. 1204 "exx" 

*ejmp° 5 "ecall" "ejmp" ^ 4^* - 

"ecall" 3*4-** "ejmp" ^4^*btf£?4- ( ^J**: a jmp" 
"call" *?4^> #*«il*^*##*J##^*, M/'&MF**' 

###f-##;fc^TiUr&##f«l&tfc TSS <4HMr#3M&9I 

M.mm.ft#i£.mf tss »*, #m,MF4H*tf os#&#r Tssat 

i£#Mt-tf»TT£&# TSS #-tT3Ut&> -tT3Hf&#4*. 

ft&Jl&it "egate" ^4-^3t#, #JLilit*M|-* 1 8f&# 
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*ttA4km.M*3UMt**4A**JHII* ft- 

&&&& ft ^jfc^r&t, 
^^jt^*^^^H^^iLB^^#r«#^^^#^. Silt, #r#it 



43 
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2207 



2208 
start 



2208 



keyaddr 



2201 



jmp start 



execenc keyaddr 



push AX 
mov AX,(DX) 
nop 

mov BX,8000H 



exitenc 



ret 



E K p[Kx] 



>2202 



V2203 



^2204 
^2205 
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